NupopmannonHast NaMATKA I 00y4YarouUXcs AJIs1 pa3sMelleHUs Ha
opunmnanbubix UHTEpHET-pEcypcax

C KaXIpIM TOJOM MOJIOJEKH B MHTEPHETE CTAHOBHUTHCS OOJbILE, a IIKOJIBHUKH OAHU M3
CcaMbIX AaKTHUBHBIX IIOJIb30Baresiell PyHera. Mexay TeM, INOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOXXHOCTEH, MHTEpHET HeceT M MNpolieMbl. DTa mamsTKa AOJDKHA MOMOdYb Tebe Oe30macHo
HaxOJUThCA B CETU.

Komnviomepnuie supycol

KoMmbIoTepHBI BHpPYC - 3TO Pa3HOBHIHOCTH KOMIBIOTEPHBIX MPOrpamMM, OTIHYUTEIHHON
0COOEHHOCTBIO KOTOPOil SIBIIIETCA CHOCOOHOCTh K pa3MHOXKEHHUIO. B 1omonHeHne K 3TOMy, BUPYCHI
MOTYT TIOBPEOUTh WJIM TOJHOCTHIO YHHUYTOXKHUTH Bce (ailibl W JaHHBIE, ITOJKOHTPOJILHBIE
MOJIF30BATEIN0, OT UMEHH KOTOpOro ObUIa 3amylneHa 3apaxEéHHas MporpaMMa, a TakKe MOBPEANUTH
WIN JaXe YHHUYTOXKUTH OMEPalMOHHYI0 CHCTEMY CO BCeMH (QaiinaMu B IienioM. B OonbImmHCTBE
CIIy4aeB paclpOCTPAHSIOTCA BUPYCHl YEPE3 HHTEPHET.

MeToaBI 3aIIUTHl OT BPEIOHOCHBIX TPOTPaMM:

1. Hcmonp3yii COBpeMEeHHBIE OTNIEPaIMOHHBIE CHCTEMBI, IMEIOIIIE CEPhE3HBIN YPOBEHB 3aIIUTHI OT
BPEIOHOCHBIX TIPOTPaMM;

2. ITlocrossHHO ycTaHaBnuBaii mayTH (THQPOBBIE 3aIIaTKH, KOTOPBIE AaBTOMATHYECKH
YCTaHaBIUBAIOTCS C LENBbI0 OPaOTKH MPOTpaMMBI) M JIpyrue OOHOBIIEHHS CBOEH
OTIepalMOHHON cucTeMbl. CKauynBa WX TOJBKO C O(QHUITMAIBHOTO caliTa pa3paboTdmka
OC. Ecnm cymiecTByeT peKuM aBTOMaTHIECKOTO OOHOBJICHHUS, BKIIFOYH €T0;

3. Pabotait Ha cBoeM KOMITBIOTEpE IO TIpaBaMH IOJIL30BATENs, & HE aAMUHUCTPATOPa. DTO
HE II03BOJIUT OOJBIIWHCTBY BPEIOHOCHBIX IPOTPaMM HHCTAIMPOBATHCS HAa TBOEM
MEPCOHATEHOM KOMIIBIOTEPE;

4. Hcnonmp3yil aHTUBUPYCHBIE TIPOTPAMMHEBIE TPOYKTHI H3BECTHBIX MTPOU3BOAUTENCH, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3NIECKHI TOCTYI K KOMIBIOTEPY IS IIOCTOPOHHUX JIHII;

6. Hcnonp3yii BHENIHWE HOCUTENN HHPOPMAIINH, TaKHe Kak (IIelKa, TUCK WK (aill u3 HHTepHeTa,
TOJIBKO U3 IPOQEepEeHHBIX HCTOUHUKOB;

7. He oTkpsiBaii KOMIBIOTEpHBIE (hAIIIBI, TOTyYeHHBIE U3 HEHAIEKHBIX UCTOYHHUKOB. Jlaxke
Te (haiiibl, KOTOPBIE IPUCITA TBOW 3HAKOMBIH. Jlydilie yTouHu y Hero, OTIPaBJIsLI JIX OH
Tebe ux.

Cemu WI-FI

Wi-Fi - aT0 He BHI mepeqau JaHHBIX, HE TEXHOJOTHS, a BCETO JIMIIb OpeHa, Mapka. Emie B
1991 roay HumepmaHackas Kommanus 3apeructpupoBana Opena «WECA», uro o6o3nayano
croBocoderanne «Wireless Fidelity», koTopslii IepeBOAUTCS KaK «OECIPOBOAHAS TOYHOCTEY.

Jo Hamero BpemMeHH Jouuia japyras a0OOpeBuaTypa, KOTOpas SBISIETCS TaKOM ke
TexHosorueid. Ito abopesmarypa «Wi-Fi». Takoe Ha3BaHWe OBLIO JaHO ¢ HAMEKOM Ha CTaHAAPT
BBICIINIT 3ByKOBO# TexHuKH Eli-Fi, uTo B mepeBoie o3HauaeT «BbICOKast TOYHOCTHY.

Ja, OecrnaTHbIi MHTEpHET-AOCTYN B Kade, OTeNsIX M a’pormoprax SBISETCS OTIUYHOU
BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HO MHOTMe SKCHepThl cyHMTaroT, 4yto obmenoctynHbie WiFi

CETH HE SIBJISAIOTCS 0€30IIaCHBIMH.

CoBeTblI 110 6€30NaCHOCTH padoTe B 061men0cTynHbIX ceTsix Wi-fi:



1. He nepenasaii CBoro JHUHYIO HHpOpMaruio yepe3 oomenocrynabie Wi-Fi cetn. Paboras
B HUX, XeJIaTeJIbHO HE BBOAUTH MApOJIH IOCTYIA, IOTHHBI U KAKKE-TO HOMEpa;

2. Hcnonp3yil u OOHOBISIH aHTHBHPYCHbIE HporpamMmbl M OpaHamayep. TeM caMbIM Tl
oOe3onacuib cedst OT 3aKa4YKH BUpYyca Ha TBOE YCTPOHUCTBO;

3. Ipu wucnoms3oBanuun Wi-Fi ortrmoun ¢dyskmmio «OO6muii  goctyn k  (daiiaMm u
npuHTepamy». JlaHHas GYHKOUS 3aKkpbelTa 1O  YMOJYaHHWIO, OIHAKO HEKOTOpHIE
MOJTF30BATENN aKTUBUPYIOT €€ A y00CTBa MCIIOJIb30BaHuUs B paboTe WITH y4eoe;

4. He wucnonp3yii nyommunsii WI-FI ans mepemaym NWYHBIX NaHHBIX, HAIpUMeEp JUIS
BBIXOJIa B COLIMAJIbHBIC CETH WU B 3JIEKTPOHHYIO I1OUTY;

5. Hnomnw3yit Tonpko 3amumienHoe coeauaenue yepe3 HTTPS, a ue HTTP, 1.e. mpu Habope
BeO-aapeca BBOAM uMeHHO «Nttps://»;

6. B moGmisHOM Tenedone orkaoun Gpyakmmo «Ilogxmouenne k Wi-Fi aBroMmaTrueckmy.
He nomyckaii aBTOMaTHYeCKOTO TMOAKIIOUYCHUsS ycTpoiictBa k cetsim Wi-Fi 6e3 TBoero
corJyacus.

COZ/;I/[(,Uleble cemu

COI_[I/IaJ'IBHI)Ie CCTU aKTUBHO BXOJAT B Hally >XW3Hb, MHOTHC JIFON pa60TaIOT " XUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3aperucTprupoBaH MUJLTHAP]] YEIOBEK, YTO SBIISCTCS OJHOM CEabMOI
BCEX JKHUTENEH TUIaHeThl. MHOTHE IOJIb30BATENN HE IMOHHMAIOT, YTO MH(OpMAaIHs, pa3MellecHHas
UMH B COIMANBHBIX CETSAX, MOXKET ObITh HaljieHa W UCIIOJIb30BaHA KEM YrOJHO, B TOM YHUCIE HE
00s13aTENBHO ¢ OJTarMH HAMEPCHUSMH.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COLUAIBHBIX CETSIX:

1. Orpannup cnucok apysed. Y TeOs B JApy3bsiX HE JAODKHO OBITh CIy4alHBIX H
HE3HAKOMBIX JIIOJIEH;

2. 3amminail cBOIO 4acTHYIO *H3Hb. He ykasbiBaii mapoiu, TenedoHsl, agpeca, JaTy TBOETO
POXIEHHA W APYIYIO JUYHYIO WHPOPMALUIO. 3JI0YMBIIIJIEHHUKH MOTYT HCIIOJIB30BATh
Jake MH(OPMALUIO O TOM, KaK Thl M TBOM POIUTENH IUIAHUPYETE IPOBECTH KAHUKYJIBI;

3. 3amumaii CBOIO PENmyTalHtIo - IEPKH €€ B UUCTOTE U 33/1aBail cebe BOIpoc: X0Tel OBl THI,
YTOOBI Ipyrue MoiIb30BaTeNN BUAECIH, YTO ThI 3arpyxaems? Ilogymaii, mpexzae yem 4ro-
TO OIyOJIMKOBaTh, HAIIUCATD U 3arPy3UTh;

4. Ecnu Tl TOBOPHILG C JIIOABMH, KOTOPBIX HE 3HAEIIb, HE UCIOIb3YIl CBOE peajlbHOE UM U
JOPYTYI0 THYHYI0 HH(GOPMALUU: UMsI, MECTO JKUTEIbCTBA, MECTO YueObl U IIpoUee;

5. M3beraii pasmemenus (ororpaduii B MATEpHETE, TIE TH M300pa)KEH HA MECTHOCTH, TIO
KOTOPOH MOYKHO OIPEAETUTH TBOE MECTOIIOI0KEHHE;

6. Ilpu perucrpanuii B COIMAJIBHOW CETH HEOOXOJMMO WCIIOIB30BaTh CIOXKHBIC IMApOJIH,
cocTosAIMe U3 OYKB U UG U ¢ KOJTMISCTBOM 3HAKOB HE MEHEE §;

7. JIns coumanbHOW CETH, MOYTHl M JPYIHX CAaWTOB HEOOXOJMMO HCIOJIB30BaTh pasHbIE
naponu. Torma eciu 1e0si B3JIOMAlOT, TO 3JIOYMBIIIJICHHUKU IIOJIy4aT AOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

OnexmpoHubie Oenbeu

3J'I€KTpOHHLI€ JACHBI' — 3TO OYCHb y,[[O6HBIﬁ cIoco0 rmaTemeﬁ, OAHAKO CYHICCTBYOT MOILICHHUKH,
KOTOPBIC XOTAT MMOJTYUUTH 3TU JCHbT'U.

SHCKTPOHHLIG JACHBI'K NTOABUJIMCH COBCEM HCJIABHO U UMCHHO H3-3a 3TOI'0 BO MHOT'UX roCyaapcTBax
A0 CUX MOp HC IMPOMHUCAaHO NP0 HUX B 3aKOHAX.



B Poccuu sxe o QyHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, IJIe UX Pa3/IelisaioT Ha
HECKOJIBKO BHUJIOB - AaHOHMMHBIE M HE aHOHHMMHBIE. Pa3HuMIla B TOM, YTO aHOHHMHBIE - 3TO T€, B
KOTOPBIX Pa3pemiaeTcs MPOBOIUTE ONepari 0e3 nuaeHTH(HUKAIINH TT0JH30BaTells, 4 B HCAHOHUMHBIX
UACHTU()UKALMHI TI0Ib30BATEIS SIBJIIETCS 0053aTSILHOM.

Taxxe CJICAYCT pas3jindaTb JSJICKTPOHHBIC (bHaTHBIe JCHbI' (paBHBI rocyaapCTBCHHbIM
BaJ'IIOTaM) 1 DJICKTPOHHBIC He(l)I/IaTHLIG JACHbI'N (He PpaBHBI TOCYAapCTBECHHBIM BaJ'IIOTaM).

OCHOBHBIE COBETHI 110 O€30IaCHOH PadOTE € TMEKTPOHHBIMH JICHBTaAMH:

1.

4.

[MpuBsxku K cueTy MOOWIBHBIA TenedoH. DTO caMblii yIOOHBIM M OBICTPBIA CIIOCOO
BOCCTaHOBHUTbH AOCTYI K cueTy. [IpuBsa3anHbIl TeaedoH MOMOXKET, eciau 3a0yAelib CBOH
TUTATEKHBIN MapoJib WK 3aiiJelIb Ha CAliT ¢ HE3HAKOMOT'O YCTPOUCTBA;

Hcnonb3yii ogHopa3osele mapoiu. [locine nepexona Ha YCHICHHYIO aBTOPU3AIHIO Tede
yKe He OyZleT yrpokaTh ONacHOCTh KPakKH WIIH MepexBaTta IIaTeXHOTo MapoJis;

Bri6epu cioxxHbIi mapois. [IpecTymHukaM OyzeT He MpOCTO YrajaTh CIOXKHBINA Hapoib.
HapexHble maponu — 3TO mapoJiv, KOTOPBIE COoJlepKaT He MeHee § 3HAKOB M BKIIOYAIOT
B ce0sl CTPOYHBIE U MPOIUCHBIE OYKBBI, IU(PHI M HECKOIBKO CHMBOJIOB, TAaKHE KaK 3HAK
Joianapa, GpyHra, BOCKIMIATENbHBIN 3HaK u T.11. Hampumep, StRONQ!;;

He BBOIM CBOM JITMYHBIE TaHHBIE HA caiiTaX, KOTOPHIM HE JIOBEPSCIIb.

3ﬂ€Kmp0HHa}Z noima

OneKTpoHHasi MoYTa — 3TO TEXHOJIOTHS W IMPEOCTaBIsEMbIE €10 YCIYTH 1O MEPECHUIKE U
MOJTYYEHUIO JJIEKTPOHHBIX COOOIIEHHH, KOTOPBIE PaclpeAersIFoTCs B KOMIBIOTEpHOU ceT. OOBIYHO
AJIEKTPOHHBIN MOYTOBBIN SIUK BBITIISAUT CIECAYIOMAM 00pa3oM: UMS_TOJIb30BaTeIsI(@UMS_JIOMEHA.
Taxoke Kpome Tiepeiayn IPOCTOro TEKCTa, UMEETCS] BO3MOKHOCTD TepeiaBaTh (paibl.

OCHOBHBIE COBETHI TI0 O€30MacHON paboTe C EKTPOHHON MTOUTOMH:

1.

Hano BeIOpaTh NpaBUIIBHBIA MOYTOBBIM cepBHUC. B HHTEpHETE €CTh OIPOMHBINA BBIOOD
OecraTHBIX TOYTOBBIX CEPBUCOB, OJHAKO JIy4Ille JOBEPSITh TeM, KOTO 3HAEUIb U KTO
IIEPBBIA B PEUTHHTE;

He yxaspiBaii B TMUHOH mouTe TUUHYI0 HHGOopManmto. Hampumep, mydiie BeIOpaTh
«MY3BIKaTbHBINA _(panaT@» uinn «pok2013» BMecTo «Temal3y;

Ucnonp3yii ABYXATAamHYIO aBTOPHU3ALMI0. JTO KOTJa MOMUMO MAapojsi HYKHO BBOIUTH
KO/, IpUChLIaeMbIid 1o SMS;

BeiOepu cnoxHblil maponb. s KakAOro MOYTOBOTO SIIMKA JOJDKEH OBITH CBOU
HaJEKHBIN, YCTONYMBBIN K B3JIOMY I1apOJIb;

Ecnmu ecTb BO3MOXKHOCTH HamucaTh CaMOMY CBOM JIMYHBIM BOIPOC, HMCMONB3YH I3TY
BO3MOKHOCTB;

Hcnone3yil HECKONBKO MOYTOBBIX SAMMKOB. [lepBBIi U1 YacTHOM NEPENUCKH C
aJpecaTaMM, KOTOPBIM ThI TOBEPSAEIb. DTO JNEKTPOHHBIN afpec HE HAaJO HCIOJIB30BaTh
NpU perucTpanuy Ha popymax u caiirax;

He otkpriBail (aiinbl n Apyrue BIOXKEHUS B IIUCbMAaxX Ja)Ke €CJIM OHHM HPUIIIM OT TBOUX
npysei. Jlydie yTouHy y HUX, OTIIPABISUIN JIM OHU TeOe 3TH (ailibl;

ITocne oxkoH4aHus pabOTHI HAa IIOYTOBOM CEPBHCE IEPE 3aKPBHITHEM BKJIAJIKU C CAHTOM HE
320y HAXKATh Ha «BBIATHY.



Kubepbynnune unu eupmyanvroe uzoesamenbcmeao

KubepOymumiHr — mpeciieIoBaHUe COOOIISHUIMH, COACPIKAIIMMHA OCKOPOJICHHS, arPECCHIO,
3allyTUBAaHUEC; XYJIUTAaHCTBO, COLINAJILHOC 601\/'IKOTI/Ip0BaHI/Ie C IOMOIIBIO PA3JIMYHBIX HHTCPHET-CCPBUCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KNOEPOYIITMHIOM:
1.

n

o

He Opocaiicst B 6oii. JIyumuii croco0: mocoBeTOBaThCs Kak ce0si BECTH U, €CIIU HET TOTO,
K KOMY MOXXHO OOpaTHTBCS, TO BHadaje YCIIOKOUTHbCA. Eciau Thl HayHelIb OTBEYarThb
OCKOpOJICHHSIMU Ha OCKOPOJICHHS, TO TOJIBKO ellie O0JIbIIe pa30siKelb KOH(IUKT;
Ympasisii cBoel Knbeppernyranuei;

AHOHUMHOCTB B ceTd MHUMas. CyIIecTBYIOT CIIOCOOBI BEISICHUTD, KTO CTOUT 32 aHOHHUMHBIM
aKKayHTOM;

He crout Bectn xynuranckuii o0pa3 BUpTyaJIbHOU kKU3HU. IHTEpHET UKCHPYET BCE TBOU
NEHCTBUS U COXpaHAET UX. Y JAINTh WX OyaeT KpaliHe 3aTpyIHUTEILHO;

Cobmroaii cBoit BUPTyaIbHYIO YECTh CMOJIOY;

Urnopupyii equHr4IHBIN HeraTHB. OHOPa30BbIe OCKOPOUTETHHBIE COOOIIICHHS JTy4Ile
UrHopupoBathk. OOBIYHO arpeccusi MPeKpaIlaeTcs Ha HauyaJlbHOW CTaaNy;

ban arpeccopa. B mporpammax o0MeHa MTHOBEHHBIMH COOOIICHMSMH, B COLMAJIBHBIX
CeTAX €CTh BO3MOXHOCTH OJIOKMPOBKH OTIPABKU COOOIEHHH C ONpEeIEHHBIX alpecoB;
Ecmu 161 cBUsieTens kubepOymiara. TBOUM neiicTBus: BBICTYIIHTD MTPOTHB
MpecleioBaTeNsd, MoKa3aTb €My, YTO €ro JEHCTBUS OLICHUBAIOTCS HETAaTUBHO,
HOJIJIEPKATD KEPTBY, KOTOPOH HYXKHA MCUXOJIOTHYECKast TOMOIIb, COOOIIUTE B3POCIBIM O
(hakTe arpecCUBHOIO IIOBEACHUS B CETH.

Mobunvuviii meneghon

CoBpeMeHHbIe cMapT(OHBI U IIAHIIETHI COJEPKAT B ce0€ BIIOJIHE B3POCIbIN (DYHKIIMOHAJ, M TENIEPh
OHH MOTYT KOHKYPUPOBAaTh CO CTAllMOHAPHBIMU KOMITbIOTepamu. OJHAKO, CPEACTB 3alUThI IS OA00HBIX
YCTPOMCTB MOKa OY€Hb Masio. TECTUPOBAHUE U MOUCK YI3BUMOCTEN B HUX MPOUCXOIUT HE TaK UHTEHCHUBHO,
kak juist [1K, To »xe camoe kacaeTcsi 1 MOOUJIbHBIX MPHIIOKEHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ NpPaKTUYeCKH IOTHAJIM HACTOJbHBIE aHAIIOTH,
OJIHAKO paciiupeHre (yHKIMOHANA BJEYET 3a CO0O0W OONBIIYID CJIOXKHOCTh M MEHBIIIYIO
3aIUIIEHHOCTb.

Janexo He BCe MPOWU3BOAMUTETH BBITYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIIAE KPUTHICCKUE
YA3BUMOCTH JIJI1 CBOMX YCTPOUCTB.

OCHOBHBIE COBETBI JUISA 0e30MmacHOCTH MOOHMIIEHOTO TeJ'Ie(I)OHaZ

1.

w

Hudero He sBnsercs mo-HacToAmeMy OecrutaTHBIM. byns ocTopoxeH, Bexb Korjga tebe
MpeUIaraloT OeCTUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE
YCIYTH;

Hymaii, mpexxne dem ormnpaButh SMS, ¢oro wimm Buaeco. Thl TOYHO 3HAEHL, TAEC OHHU
OyayT B KOHEYHOM UTOTE?

Heo6xoammo 0OHOBIIATE OTIEPAIIMOHHYIO CHCTEMY TBOETO cMapT(oHa;

Wcnone3yit aHTUBHPYCHBIE TIPOTPAMMBI ISl MOOMIIBHBIX TeIe(pOHOB;



5. He 3arpyxaii mprio>keHusI OT HEM3BECTHOT'O UCTOYHHKA, BEIb OHU MOTYT COJIEPKaTh
BpPEIOHOCHOE MTPOrpaMMHOE 00ecTIeueHHE;

6. Ilocie Toro Kak Thl BRIMICIIB C CaliTa, 1€ BBOAMII JINYHYIO HHPOPMAIIHIO, 3ali11 B HACTPONKH

Opaysepa u ymanu Cookies;

7. lleprnonndecku MpoBepsiii Kakue TUIATHBIE YCIIYTH aKTUBHPOBAaHbBI HA TBOEM HOMEPE;

8. Jlamaii cBoif HOMEp MOOHIIBHOTO TeJie()OHA TOIBKO JIFO/ISIM, KOTOPBIX ThI 3HACIIH U KOMY
JIOBEpsieLb;

9. Bluetooth nomxen ObITh BBIKIIIOUEH, KOT/Ia ThI UM He HoJb3yenibesi. He 3a0biBait nHorna
MIPOBEPSTH 3TO.

Online uzpoi

COBpeMCHHLIe OHJ'IafIH-HFpI:I - 9TO KpaCO4YHbIC, 3axXBaThIBAOIINUEC pa3BJICUCHUA,
O6’I)CI[I/IH$IIOHII/IC COTHH TBICSAY YCJIOBEK IIO0 BCEMY MUPY. I/II‘pOKI/I HCCICAYIOT JaHHBI UM Mup,
O6IIIa}OTC$I ApYyr C ApYyrom, BBIINOJHAIOT 3aJaHUA, CPAXKAOTCA C MOHCTPAMH U MNOJYYArOT OIBIT. 3a
YAOBOJIBCTBUC OHU IJIATAT: IMOKYMAOT AUCK, OIUIAYUBAIOT a0OHEMEHT WIIH ano6peTa}0T KaKnue-T1o
OIIIIHUHU.

Bce atu cpenctBa uayT Ha mojepKaHUE W PA3BUTHE UTPHI, a TAK)KE HA caMy 0€30MacHOCTb:
COBEPIICHCTBYIOTCSI CHCTEMBI aBTOPH3AIMH, BBIITYCKAIOTCSI HOBBIE NAaTdd (IM(POBbIE 3aIIaTKH s
MIPOrpamMM), 3aKphIBAOTCS YSI3BUMOCTH CEPBEPOB.

B moa00HbBIX HTpax CTOUT ONacaThCsl HE CTOJLKO CBOMX COMEPHHMKOB, CKOJIBKO KPaXKK TBOETO
MapoJist, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3AINY OOIBITNHCTBA UTP.

OCHOBHBIEC COBETHI IO O€30TTACHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Ecnm npyroit urpok BeneT ceds IMI0X0 WIIH CO3/1aeT Te0e HEPUSATHOCTH, 3a0IOKAPYH ero
B CITUCKE MTPOKOB;

2. Tloxanyiics aIMUHICTPATOPaM UTPHI Ha TIOX0E MOBEJICHHE 3TOTO UTPOKA, JKENATSIHHO

MPUJIOKUTH KaKUE-TO JIOKA3aTeJIbCTBA B BUIC CKPHUHOB;

He yxaspiBaii muanyto nHOpMaIiio B ipodaiisie urpsl;

YBaxkail Ipyrux y4aCTHHUKOB I10 UIPE;

He ycranapnmmBaii HeohumansHbIe MAaTYH U MOJIBI,

Hcnonb3yii CII0KHBIE U pa3HbIE APOJIY;

No ok w

3apa3uTh.
Dumuune unu Kpaskca TUYHbIX OAQHHBIX

OOBIYHOH KpasKel eHeT U JTOKYMEHTOB CETOJHS YK€ HUKOT'O HE YAWBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTHH 3JI0YMBIIIJIEHHUKN IIEPEMECTUIIUCH B UHTEPHET, U IIPOJOJDKAIOT 3aHUMAThCS
«TEOOUMBIMY IEJIOM.

Tak mosBWJIaCh HOBas yrpos3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIWHT, TJIaBHAS IIEJb
KOTOPOTO COCTOUT B TIOJYYEHHH KOH(DUACHIMAIBHBIX JAHHBIX MOJIL30BATENIEH — JIOTHHOB H
naposieii. Ha anrmmiickom si3bike phishing untaercs kak ¢umunar (ot fishing — peiOHast moBJis,
password — mapoJib).

OCHOBHBIE COBETHI TI0 0OpHOE C PUITHHTOM:

1. Cnenu 3a cBoMM aKkayHTOM. Eciu Thl 1oJj03peBaciiib, 4YTO TBOSI aHKeTa ObLiIa B3JIOMaHa,
TO HE0OXOIMMO 3a0JIOKUPOBATh €€ ¥ COOOLINTH aIMUHHUCTPATOPaM pecypca 00 3TOM Kak
MOXKHO CKOpee;

Jaxe BO BpeMsl UT'pbl HE CTOUT OTKJIFOYATh aHTUBHpYC. I1oka Tl Urpaelib, TBOM KOMIBIOTEP MOI'YT



2. Hcnonp3yii Oe3omacHble BeO-CalWThl, B TOM YHCIIC, MHTEPHET-Mara3uHOB M IOMCKOBBIX
CHUCTEM;

3. Hcnonp3yll ciokHble W pa3Hble mapond. Takum o0Opa3om, eciau TeOs B3JIIOMAIOT, TO
37I0YMBIIUICHHUKH TIOIY4aT JOCTYI TOJIBKO K OJHOMY TBOeMY MPOQWMIII0 B CETH, a HE KO
BCEM;

4. Ecnm TeOs B31OMal, TO HEOOXOAMMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE

JI00aBJICHBI y T€0s B IPY3bsX, O TOM, UYTO T€Os B3JIOMAJIU U, BO3MOXKHO, OT TBOETO UMECHHU

OyJeT pacchUIaThCS CIIaM U CChUIKM Ha (DUINMHTOBBIC CATHI;

YcranoBu HanexHbil maponb (PEM) Ha MoOMITBbHBIH TenedoH;

OTKIII0YM COXpaHEeHHUE maposis B Opaysepe;

7. He orkpeIBaii (hailel U Ipyrue BIOKEHUS B MMUCbMAaX JaKe €CIIM OHHU MPHILTH OT TBOUX
npyseid. Jlydie yTouHH y HUX, OTIIPABIISUIM JIX OHH TeOe 3TH (ailibl.

o o

Lugposas penymayus

[udposas penyranms - 3TO HETaTHMBHAs WM TO3MTHMBHAs WHGpopMalus B ceTH o Tebe.
Komnpomerupyromass uH(OpMaIusi pa3MellleHHass B HWHTEPHETE MOXET CEpPhe3HBIM O00pa3oM
OTpa3uThCS Ha TBoeW peanbHOU ku3HU. «lludpoBas pemyramms» - 3TO TBOW HUMHIK, KOTOPBIH
(dopmupyetcs u3 nHhGopMaIuu o Tede B HHTEPHETE.

TBoe MecTo KUTCIILCTBA, y‘le6bl, TBOC (bl/IHaHCOBOC IIOJIOKCHUCEC, 0COOEHHOCTH XapakTepa u
pacckasbl O OJIM3KHUX - BCE 3TO HAKAIIJIUBAETCS B CETH.

MHoOrrue MOAPOCTKH JIETKOMBICICHHO OTHOCATCA K IyONMKauWu JUYHOH WHQOpPMalUH B
WnTepHeTe, HE MOHMMasi BOBMOXKHBIX MOCIEACTBUI. ThI Aa)ke HE CMOXEIb AOTaJaThCsl O TOM, YTO
¢dororpadus, pasMerieHHas 5 JeT Ha3al, cTaja IPUYMHON 0TKa3a NpUHATH TeOs Ha paboTy.

KoMmMenTapuu, pasMerienue TBoux (ortorpaduit u apyrue NeWCTBHS MOTYT HE HCUC3HYTh
JlaKe TIOCJIe TOTO, KaK Thl MX YIAIWIIb. Thl HE 3HACIIb, KTO COXPAaHUII ATY HH(OpMAIIHIO, TOTIAa JIH
OHa B MTOMCKOBBIE CUCTEMBI 1 COXPAaHMIIACh JI OHA, a TIIABHOE: YTO MOAYMAIOT O TeOe OKpyKaromee
JIFOJIM, KOTOPBIC HAMAYT M YBUAAT 3T0. HaliTu nHGOpPMAII0 MHOTO JIET CITYCTSI CMOYKET JIFOOOM - Kak
13 JOOPBIX MOOYKACHHUH, TaK U C HAMEPEHHEM MTPUYUHHUTD Bpel. ITO MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI I10 3aIUTe NU(PPOBON peryTaluu:

1. Tlomymaii, mpeske 4eM uTo-TO IMyOIMKOBATh U IepeiaBath y ce0si B 0JIore MM B COIUATIBHOM
cerTu;

2. B HacTpoiikax npouis yCTAHOBH OTPaHUYEHHS Ha TPOCMOTP TBOETO MPOQPHIISL U €T0
COZEPKUMOTr0, CIIENail €ro TONBKO «IJI IPY3eil»;

3. He pasmemaii u He yka3piBaii HHPOPMAIIHIO, KOTOPAst MOXKET KOT0-THO0 OCKOPOJISITh UiIH
00MXKarth.

Aemopckoe npaso

CoBpeMeHHbIE IKOJIHHUKH- aKTHBHBIE MMOJB30BaTeNM NU(POBOTrO mpocTpaHcTBa. OmHAKO
JAJIEKO HE BCE 3HAIOT, YTO TOJIb30BAaHHME MHOTUMH BO3MOXHOCTSIMH HHU(POBOIO MHpa Tpedyet
cOOJTFOIeHNS TIPaB HA HHTEJUIEKTYaJbHYI0 COOCTBEHHOCTb.

TepMHUH «UHTEIICKTyallbHAsl COOCTBEHHOCTB» OTHOCUTCS K Pa3jIMYHBIM TBOPCHUSAM
YeJI0BEUECKOT0 yMa, HAauWHAs ¢ HOBBIX M300PETCHHA M 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTH Ha
MPOAYKTHI M YCIYT'H , M 3aKaH4MBas KHUTaMH, GoTorpadusmu, KWHOQHUIBMAMU M MY3bIKaTbHBIMU
MPOU3BEICHHUSIMHU.



ABTOpCKHE TIpaBa - 3TO NpaBa Ha HMHTEIJIEKTYalbHYIO COOCTBEHHOCTh Ha TPOHM3BEACHHUS
HayKH, JIUTEpaTypbl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B Ka4y€CTBE TFapaHTHH TOIO, 4YTO
WMHTEIJICKTYaNbHbII/TBOPUYECKUNA TPYyA aBTOpa He OyAeT HampacHbBIM, AACT €My CIpaBeINBBIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yiapTaTax CBOETO TPy/Ha, MONYYUTh M3BECTHOCTh W TPHU3HAHHE.
Hukro 0e3 paspemienns aBTopa HE MOXKET BOCIPOM3BOIUTH €TO MPOM3BEIEHHE, PACTIPOCTPAHSTD,
MyOIMYHO JIEMOHCTPHUPOBAaTh, NPOAABaTh, WMIOPTHPOBATh, IIyCKaTh B IPOKAT, ITyOJIUIHO
WCTIONHSTH, MTOKA3bIBaTh/UCIIONHATE B 3(hupe niu pazmemmats B MHTEpHETE.

Hcrnonp30BaHNe «IHPATCKOTOY» MPOTPAMMHOTO 00ECTEYeHHsT MOXET NMPHUBECTH K MHOTUM
pUCKaM: OT TMOTEPU JaHHBIX K TBOMM aKKayHTaM JIO OJIOKHPOBKH TBOETO YCTPOWCTBA, TIC
YCTaHOBJICHHBIN HE JieTaimbHas mporpaMMa. He cTouT Taxke 3a0bIBaTh, UTO CYIIECTBYET JIETATbHBIC
1 OeCIIaTHBIC IPOrPaMMBbI, KOTOPBIE MOXKHO HAWTH B CETH.

O nopmane

CereBUYOK.pd - TBOU TJIaBHBIA COBETUMK B CETH. 37€Ch Thl MOXKEIIb y3HATH O 0C30MaCHOCTH
B CCETH TMOHATHBIM M JOCTYIHBIM S3BIKOM, a TPH BO3HUKHOBEHHWU KPHUTHYECKOW CHTYaIluu
o0paTUThCS 3a COBETOM. A TakKe NPUHATH Y4acTHE B KOHKypCaX M CTaTh CaMbIM LU(POBBIM
rpaKJaHUHOM!



